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Personal Information Collection Statement (“PICS”)
Mox Bank Limited (“Mox”, “we”, “us” or “our”) will collect, use, store, transfer and otherwise
process your data to help us operate as a bank. This PICS (including the schedules hereto)
explains how we will do this and forms part of our terms and conditions.

We will collect, use, store, transfer and otherwise process your data, as necessary, to keep you
and us secure, to provide relevant product and services and otherwise meet our business needs
and comply with laws, regulations, guidelines and requests or investigations by the authorities. If
you do not provide us with the data we require from you or consent to us processing your data, we
may not be able to provide, or continue to provide, our products and services to you.

There may be specific terms and conditions in other documents (such as privacy notices and
consents) relating to and in connection with our products and services that govern the collection,
use, storage, transfer and other processing of your data. Such other terms and conditions must be
read in conjunction with this PICS.

You should also read our Privacy Policy Statement and the Mox Cookie Policy (when using our
online and mobile app services).

This PICS is provided to you under Hong Kong’s Personal Data (Privacy) Ordinance and Code of
Practice on Consumer Credit Data.

Unless otherwise defined or the context requires others, capitalised terms used in this PICS shall
have the meanings in our General Terms and Conditions.

The English version prevails if there is any inconsistency between the English and Chinese
versions of this PICS.

1. What type of data do we collect
We may collect the following types of data about you:

(@) identification data — information that identifies you (uniquely or semi uniquely). For
example, your name, your date of birth, your gender, your user login credentials,
your photographs, CCTV and video recordings of you and other identifiers,
including official/government identifiers such as national identification number,
passport number and tax identification number;

(b) contact data — information that allows messages to be addressed, sent or
communicated to you. For example, your email address, your phone or mobile
number and your residential or business address;

(c) professional data — information about your educational or professional
background;

(d) geo-location data — information that provides or contains a device’s location. For
example, your internet protocol (IP) address or your cookies identifier;

(e) behavioural data — analytics information that describes your behavioural
characteristics relating to your use of our products and services. For example,
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usual transactional activities, your browsing behaviour on our websites and how
you interact as a user of our products and services, or those provided by third-
party organisations, such as our advertising partners and social media platform
providers;

personal relationship data — information about associations or close connections
between individuals or entities that can determine your identity. For example,
spouse or employer relationships;

communications data — information relating to you contained in voice, messaging,
email, live chats and other communications we have with you. For example, your
interactions with our Customer Care Team;

financial and commercial data — your account and transaction information or
information that identifies your financial position and background, status and
history as necessary to provide relevant products and services. For example, your
debit or credit card details, your source of funds, your financial and credit rating
history;

biometric data — information that identifies you physically. For example, facial
recognition information, your fingerprint or voice recognition or other biometric
information;

health data — information relating to your health status. For example, disability
information relevant to accessibility; and

criminal convictions, proceedings or allegations data — information about criminal
convictions or related information that we identify in relation to our financial crime
prevention obligations. For example, details about any criminal convictions or
related information, including of offences or alleged offences or convictions.

(@)

Who we collect your data from

We and any member of the Standard Chartered Group may collect your data from
you directly, or indirectly from your transactions with or through us or through your
use of the Mox app or through your use of banking, financial or other services
provided by the Standard Chartered Group. We may also collect your data from
the following sources in connection with the purposes set out in this PICS:

people you know, such as:

(i) parents or guardians of minors. If you are a minor (normally this means if
you are under 18 years old, but this might be younger depending on where
you live), we will get your parent or guardian’s consent before collecting,
using or sharing your data;

(ii) your joint account holders;

(iii) your referees; and

(iv) other people you appoint to act on your behalf;
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businesses and other organisations, such as:

(i) your employer and/or company, business or organisation you represent or
is related to you;

(ii) other financial institutions and financial service providers;

(iii) strategic referral partners, including business alliance partners, co-
branding partners or other companies or organisations that the Standard
Chartered Group cooperates with based on our contractual arrangements
or other joint ventures to provide relevant third party products and services;

(iv) credit bureaus or credit reference agencies, credit protection providers,
rating agencies, debt collection agencies, fraud prevention agencies and
organisations (including credit reference agencies approved for
participation in the Multiple Credit Reference Agencies Model

(V) service partners, such as advertising and market research companies and
social media platform providers; and

(vi) regulatory and other entities with authority over the Standard Chartered
Group, such as tax authorities, law enforcement or authorities imposing
financial sanctions;

publicly available resources, such as registers, directories, publications, social
media posts and other information that is publicly available; and

cookies, when you visit, browse, or use our website or the Mox app. We may use
cookies to automatically collect certain information from your device. We may use
such information, where relevant, for internal analysis and troubleshooting, to
recognise you and remember your preferences, to improve the quality of and to
personalise our content and to determine the security status of your account.

Use of your data

We may use your data for any of the following purposes:

(@)

(b)

considering and processing your application(s) (including assessing the merits
and/or suitability of your application(s)) for our products and services;

operating, maintaining, and informing you of, our products and services, including:

(i) to understand the overall picture of your relationship with the Standard
Chartered Group by linking data in respect of all products and services you
are connected to;

(ii) to respond to questions or manage complaints, including monitoring social
media conversations and posts to identify conversations, sentiments, and
complaints about the Standard Chartered Group;

(iii) to conduct identity verification security checks for building access;
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(iv) to investigate and report on incidents or emergencies;

(V) for the security of our systems and networks in order to keep your data
safe and confidential ; and

(vi) for other health and safety compliance purposes;
developing, improving and designing our products and services;

meeting our internal operational requirements or those of the Standard Chartered
Group (including credit and risk management, system or product development and
planning, carrying out testing and analysis and insurance, audit and administrative
purposes);

ensuring your initial and ongoing creditworthiness;

conducting credit checks on you and obtaining your credit report from credit
reference agencies (including upon your application for any of our products or
services and when we review your credit which normally takes place one or more
times each year);

accessing your data held by credit reference agency(ies) for the purpose of
reviewing any of the following matters from time to time in relation to existing credit
facilities granted to you or a third party whose obligations are guaranteed by you:

(i) an increase in the credit amount;

(ii) the curtailing of credit (including the cancellation of credit or a decrease in
the credit amount); and

(iii) the putting in place or the implementation of a scheme of arrangement with
you or the third party;

creating and maintaining our credit and risk scoring models;
maintaining your credit history for present and future reference;

assisting other financial institutions and organisations to conduct credit checks and
collect repayments owed to them;

assisting other credit providers in Hong Kong approved for participation in the
Multiple Credit Reference Agencies Model to conduct credit checks and collect
debts;

determining the amount of indebtedness owed to or by you;

enforcing your obligations, to us or any other member of the Standard Chartered
Group, including collecting amounts outstanding from you (e.g. by contacting a
debt collection agency);

in connection with matching against any data held by us or the Standard Chartered
Group or conducting any matching procedure as defined in the Personal Data
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(Privacy) Ordinance, in each case, for the purposes stated in this clause 3 or any
other purposes;

in connection with generating or combining or comparing with other information
available to us or any member of the Standard Chartered Group;

marketing products, services and other subjects, including to conduct
demographics analytics and insights analytics by aggregating your data from your
use of our products and services to provide you with more relevant and tailored
products and services. For direct marketing, see clause 5 (Direct marketing) of this
PICS;

organising and delivering seminars to you;

meeting or complying with any obligations, requirements or arrangements for
disclosing and using data that apply to us or any other member of the Standard
Chartered Group, including those that we or any such member is expected to
comply with according to:

(i) any present or future law or regulation within or outside Hong Kong (e.g.
the Inland Revenue Ordinance and its provisions including those
concerning automatic exchange of financial account information);

(ii) any present or future guidelines or guidance issued by any legal,
regulatory, governmental, tax, law enforcement or other authorities, or
self-regulatory or industry bodies or associations of financial services
providers within or outside Hong Kong (e.g. guidelines or guidance given
or issued by the Inland Revenue Department including those concerning
automatic exchange of financial account information);

(iii) any present or future contractual or other commitment with local or foreign
legal, regulatory, governmental, tax, law enforcement or other authorities,
or self-regulatory or industry bodies or associations of financial services
providers applicable to us or any member of the Standard Chartered
Group by reason of its financial, commercial, business or other interests
or activities in or related to the relevant jurisdiction (each an “Authority”);
or

(iv) any investigation, demand or request from an Authority;

meeting any obligations, requirements, policies, procedures, measures or
arrangements for sharing data within the Standard Chartered Group;

detecting, investigating and preventing crimes, including:

(i) in connection with any use of data pursuant to any group-wide programs
for compliance with sanctions or prevention, investigation or detection of
money laundering, terrorist financing, fraudulent activities or other unlawful
activities and crimes;

(ii) to conduct identity verification security checks against government and
other official centralised databases, as required by law;
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(y)

(iii) to monitor and record voice and electronic communications (including by
way of CCTV and video recordings) and screen applications and
transactions in connection with actual or suspected fraud, financial crime
or other criminal activities, for example to detect unusual transaction
behaviour;

(iv) to monitor social media conversations and posts to protect you and our
customers from sharing data publicly that could be used for fraud; and

(V) to conduct checks against government and non-government third parties’
fraud prevention and other financial crime prevention databases to prevent
money laundering, terrorism, fraud and other financial crimes, to protect
you, our customers and the integrity of the financial market. A record of
any fraud or money laundering risk will be retained by fraud prevention
agencies and may result in others refusing to provide services or
employment to you;

in connection with us or any member of the Standard Chartered Group defending
or responding to any legal, governmental, or regulatory or quasi-governmental
related matter, action or proceeding (including any prospective action or legal
proceedings), including where it is in the legitimate interests of us or any member
of the Standard Chartered Group to seek professional advice, for obtaining legal
advice or for establishing, exercising or defending legal rights;

in connection with investigating an insurance-related matter (including matters
related to any member of the Standard Chartered Group);

managing, monitoring and assessing the performance of any agent, contractor or
third-party service provider who provides administrative, telecommunications,
computer, payment or securities clearing, broking, distribution and/or custody, or
other services to us in connection with the establishment, operation or
maintenance of any of our products or services;

enabling an actual or potential transferee, assignee of all or any part of our
business and/or assets or participant or sub-participant of our rights in respect of
you, to evaluate the transaction intended to be the subject of the transfer,
assignment, participation or sub-patrticipation; or

any other purposes relating thereto.

Disclosure of your data

Your data that we hold is kept confidential but we may provide, transfer or disclose such
data or information to other parties (whether within or outside Hong Kong®) if it will help
with any of the uses we’ve listed in clause 3 (Use of your data) of this PICS. These other
parties include:

(@)

any organisation, agent, contractor or third party service provider who provides
administrative, telecommunications, identity verification/know-your-customer,
computer, payment/transaction, cloud storage or services, data analytics,
cybersecurity or securities clearing, securities broking and custody, or other
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services to us in connection with the establishment, operation, maintenance or
provision of any of our products or services to you;

anyone who works for (or provides services to) us or the Standard Chartered
Group (or any of the parties referred to in clause 4(a) of this PICS);

any external service provider that we engage to provide marketing services
(including anyone who works for such a service provider);

credit reference agencies (including the operator of any centralised database used
by credit reference agencies);

debt collection agencies if we need to collect a repayment;

any person or organisation that we (or another member of the Standard Chartered
Group) owe an obligation to (which may exist now or in the future) for the purposes
set out in clause 3(r) of this PICS;

any party giving or proposing to give a guarantee or third party security to
guarantee or secure your obligations;

any of our other customers in connection with your use of our products or services;

other banks providing services to you or third party service providers (including
financial services providers) engaged by you using our application programming
interface (API), in accordance with your instructions to us or such other bank or
third party service provider, for the purposes notified to you by us, the other bank
or the third party service provider and/or as otherwise consented to by you in
accordance with the Personal Data (Privacy) Ordinance;

third party service providers with whom you have chosen to interact with in
connection with your application for our products and services;

other banks and financial services providers to whom you have chosen to provide
your information held by us in connection with the provision of services to you by
those other banks or financial services providers;

any financial institution or merchant acquiring company which you would like to, or
already have, dealings with;

third party financial institutions, insurers, credit card companies, securities and
investment service providers (including brokers, fund managers and their agents,
and market infrastructure such as stock exchanges);

third parties that conduct financial crime prevention databases checks to prevent
money laundering, terrorism, fraud and other crimes;

third party reward, loyalty, co-branding and privileges program providers;

our co-branding partners and/or co-branding partners of any member of the
Standard Chartered Group (the names of such co-branding partners can be found
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in the application form(s) for the relevant products and services, as the case may
be);

(@) charitable or non-profit making organisations;

(r) any actual or proposed assignee or transferee of all or any part of our business
and/or assets or participant or sub-participant or transferee of our rights in respect
of you;

(s) any member of the Standard Chartered Group;

9] any person or company who has a direct or indirect shareholding in Mox and their

affiliates (each, a “Shareholder”) (for example, to find out whether or not you are
a customer of theirs or their affiliates and what products and services they provide
or could provide to you), and anyone who works for (or provides services to) a
Shareholder;

(u) any person who owes a duty of confidentiality to us (or any other member of the
Standard Chartered Group); and

(v) any other person:
(i) where the public interest requires; or
(ii) with your express or implied consent.

* Please refer to ‘Locations of Mox’s Service Providers’, which can be found on the
‘About us’ page in the Mox app and the ‘Legal documents’ section of our website,
for the list of countries and regions where our service providers may be located.
Where the recipients of your data are in jurisdictions that are outside Hong Kong,
and local laws may not have similar data protection laws as Hong Kong, we will take
all reasonable steps to ensure that your data has an adequate level of protection
and safeguards to comply with applicable laws, for example, by using the
Recommended Model Contractual Clauses issued by the Office of the Privacy
Commissioner for Personal Data.

5. Direct marketing

(@) With your consent (which includes an indication of no objection), we may use your
data for direct marketing.

(b) The data that we may use for direct marketing includes:
(i) your name and contact details;
(ii) your demographic data;

(iii) the products and services provided to you by Mox, the Standard Chartered
Group or any Shareholder;

(iv) your saving, spending and investment patterns and behaviour; and
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(V) your financial background.
We may directly market the following classes of products, services and subjects:

(i) financial, insurance, fiduciary, investment services, credit card, securities,
investment, banking and related services and products;

(ii) reward, loyalty or privileges programs and related services and products;
(iii) products and services offered by any Shareholder;

(iv) services and products offered by our co-branding partners (the names of
such co-branding partners can be found in the application form(s) for the
relevant services and products, as the case may be); and

(V) donations and contributions for charitable and/or non-profit making
purposes.

We may share limited information about you with social media platform providers
for the purpose of online social media advertising, where you have permitted us,
or for the social media platform provider(s) to use cookies that support our
marketing on these platforms, e.g. to check whether you have an account with the
social media platform provider, so we can ask them to display more relevant
marketing communications to you about our products and services or to exclude
you from receiving communications for our products and services which you
already use.

Along with us, the following persons may also provide or solicit (in the case of
donations and contributions) the products, services and subjects set out in clause
5(c) of this PICS:

(i) any member of the Standard Chartered Group or any Shareholder;

(ii) third party financial institutions, Stored Value Facility Licensees, insurers,
credit card companies, securities and investment service providers;

(iii) third party reward, loyalty, co-branding or privileges program providers;

(iv) our co-branding partners and/or co-branding partners of any member of
the Standard Chartered Group; and

(V) charitable or non-profit making organisations.

We may provide your data to any of these persons for them to use in direct
marketing of the same products, services and subjects to you. We will always first
obtain your consent (which includes an indication of no objection) for that purpose.
We may receive money or other property in return for providing your data to these
persons, but we'll tell you if this is the case when obtaining your consent.

You can change your mind about giving consent for us to use, or to provide to
other persons, your data for use in direct marketing as set out in this clause 5,
without charge. You can withdraw such consent via the ‘Settings’ page in the Mox
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app or by contacting us by email to care @mox.com, using our in-app call or live
chat feature or calling us on +852 2888 8228.

6. Automated decision-making

We may use your data to conduct data analytics, including to conduct profiling and
behavioural analysis, to make automated decisions and to evaluate your personal
characteristics to predict outcomes and risks. We may also use artificial intelligence and
machine learning including to help improve our communications and customer experience,
make our business operational processes safer and more efficient and enable us to
provide faster responses and improve turnaround time. Examples of when we may use
automated decision-making include for client digital onboarding processes, customer
engagement and risk management. We require that rules followed by such automated
systems are designed to make fair and objective decisions.

If you change your mind about giving consent or you want to exercise any of your rights
under this PICS, please refer to clauses 5 (Direct marketing) and 8 (Access and correction
of your data) of this PICS.

7. Data of another person

Where you have provided us with another person’s data, you should provide him/her with
a copy of this PICS and inform them of how we may use his/her data.

8. Access and correction of your data

(@) You have the following rights according to the terms of the Personal Data (Privacy)
Ordinance and the Code of Practice on Consumer Credit Data to:

(i) check what data of yours we hold and be provided with a copy of it;
(ii) require us to make changes to any data that is inaccurate;

(iii) withdraw any consent that you have previously given us with respect to
our use of your data;

(iv) know our policies and practices on data;
(V) be told what kind of data we hold and what you have access to;

(vi) check what data we usually disclose to credit reference agencies and debt
collection agencies;

(vii) ask us for more information so you can approach the relevant credit
reference agency(ies) or debt collection agency(ies) yourself for a copy of
your data or for the data to be corrected; and

(viii)  ask us to make a request to the relevant credit reference agency(ies) to
delete from its database any account data (including account repayment
data) relating to an account that has been terminated by full repayment,
as long as there hasn’t been any default in payment for a period in excess
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of 60 days within 5 years immediately before the termination of the account.
We also need to tell you that:

(A) if you miss a repayment relating to your account unless the amount
in default is fully repaid or written off (otherwise than due to a
bankruptcy order) before the expiry of 60 days from the date such
default occurred, your account repayment data may be retained by
the credit reference agency(ies) until the expiry of five years from
the date of final settlement of the amount in default; and

(B) if any amount is written off because of a bankruptcy order made
against you, then your account repayment data may be retained by
the credit reference agency(ies), regardless of whether the account
repayment data reveals any default of payment lasting in excess of
60 days, until the expiry of 5 years from the date of final settlement
of the amount in default or the expiry of five years from the date of
discharge from bankruptcy as notified by you with evidence to the
credit reference agency(ies), whichever is earlier.

Account repayment data includes the amount last due, amount of
payment(s) made during the last reporting period (being a period not
exceeding 31 days immediately preceding the last contribution of account
data by us to the relevant credit reference agency(ies)), remaining
available credit or outstanding balance and default data (being amount
past due (if any) and number of days past due, date of settlement of
amount past due (if any), and date of final settlement of any amount in
default lasting for a period in excess of 60 days (if any)).

If you want to exercise any of the rights in this clause 8, see our Privacy Policy
Statement in the Mox app and on our website or let us know by email to
care@mox.com, using the in-app call or chat feature, calling us on +852 2888
8228 or sending us a letter to:

Data Protection Officer

39/F, Oxford House

Taikoo Place, 979 King’s Road
Quarry Bay

Hong Kong

We have the right to charge a reasonable fee for the processing of any data access
request you make.

(@)

(d) If you would like to access your credit report(s), we will advise you of the contact
details of the relevant credit reference agency(ies) whom you can contact for such
access.

9. Security

Once we receive your data, we’ll do our best to protect it because the security of
your data is important to us. We have technical and organisational security
measures in place to safeguard your data (including where your data is in transit
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and storage). These security measures ensure that the confidentiality and integrity
of your data is not compromised. Multiple layers of protection have been put in
place to protect against leakage of your data to external parties. Your data will be
encrypted by strong data encryption algorithms using encryption keys unique to
us and with proper key management. When using external service providers, we
require that they adhere to certain security standards mandated by us or the
Standard Chartered Group (as applicable). We may do this through contractual
provisions, including any such provisions approved by a privacy regulator, and
oversight of the service provider. Regardless of where your data is transferred, we
take all steps reasonably necessary to ensure that your data is kept securely.

You should also be aware that the Internet (including applications which use the
Internet for data transfer) may not be a secure form of communication and sending
us your data over the Internet may carry with it risks including the risk of access
and interference by unauthorised third parties. Information passing over the
Internet may be transmitted internationally (even when the sender and recipient
are located in the same country) via countries with weaker privacy and data
protection laws than your country of residence.

Mox and the Standard Chartered Group retain your data in line with applicable
legal and regulatory obligations and for business and operational purposes. In the
majority of cases, this will be for 7 years from the end of your relationship with us.
You can ask us to delete some or all of your data earlier than this but we can only
do so if:

(i) we have no legal or regulatory obligation to retain it; or
(ii) we don’t need it to provide a service that you would still like us to provide
to you.

If we can’t delete your data promptly after you ask us, please be sure that we’ll let
you know.

We and other members of the Standard Chartered Group may record and monitor
electronic communications with you to ensure compliance with legal and regulatory
obligations and internal policies.
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Schedule 1: Personal Information Protection Law of the People’s
Republic of China (“PIPL”)

This schedule applies if the PIPL is applicable to our processing of your personal data.

To the extent that there is any conflict between the PICS and this schedule, this schedule shall
apply.

1. Processing of sensitive personal data
We may process our customers’ sensitive personal data.

Sensitive personal data refers to personal data of a natural person that is likely to result in
damage to the personal dignity of that person or damage to their personal or property
safety once disclosed or illegally used, including information such as biometric
identification, religious belief, specific identity, medical health, financial account and
whereabouts, as well as the personal data of minors under the age of 14.

We will process sensitive personal data only when there is a specific purpose, when it is
necessary, under the circumstance where strict protective measures are taken and in
accordance with principles of legality and legitimacy.

We will obtain your separate consent if we intend to process your sensitive personal data.

If you would like details of how we process your sensitive personal data, please contact
our Customer Care Team.

2. Sharing personal data with third parties

We may share our customers’ personal data with third parties, including with the parties
set out in clause 4 (Disclosure of your data) of the PICS. If we do so, we will do so in
accordance with the principles of legality, legitimacy and necessity.

We will obtain your separate consent if we intend to share your personal data with third
parties.

If you would like details of the third parties to whom we share your personal data with,
please contact our Customer Care Team.

3. Transferring personal data outside of Mainland China

We may transfer our customers’ personal data outside of the Mainland China, including to
Hong Kong and the countries and regions set out in ‘Locations of Mox’s Service Providers’,
which can be found on the ‘About us’ page in the Mox app and the ‘Legal documents’
section of our website. If we do so, we will do so in accordance with the principles of
legality, legitimacy and necessity.

We will obtain your separate consent if we intend to transfer your personal data outside of
Mainland China.
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If you would like details of the parties outside of Mainland China to whom we share your
personal data with, please contact our Customer Care Team.

4, Collection, use and processing of personal images other than for maintaining public
security

We may process our customers’ facial images, videos, facial recognition data and related
data (“facial and related data”) to ensure security within our premises, authenticate
customers’ identities, evaluate the eligibility of a customer to certain products and services
and to optimise our services (amongst other uses). If we do so, we will do so in accordance
with the principles of legality, legitimacy and necessity.

We will obtain your separate consent if we intend to process your facial and related data
other than for maintaining public security.

5. Public disclosure of personal data

We may publicly disclose our customers’ likeness, name or image, captured in any
photograph, video or other digital or electronic media.

We will obtain your separate consent if we intend to publicly disclose your likeness, name
or image, captured in any photograph, video or other digital or electronic media.

You release and discharge us from any and all claims, demands or causes of action,
whether now or in the future, arising out of or in connection with our use of your name or
image, captured in any photograph, video or other digital or electronic media.

6. Your additional rights under PIPL

In addition to the rights under clause 8 (Access and correction of your personal data) of
this PICS, you also have the following rights under the PIPL:

(a) to request us to delete your personal data;
(b) to object to certain uses of your personal data;

(c) to request an explanation of the rules governing the processing of your personal
data;

(d) to ask that we transfer your personal data to a third party of your choice under the
circumstances provided under the PIPL; and

(e) for some products or services, we may make decisions based solely on non-
human and automated decision-making mechanisms, including information
systems, algorithms, etc. If these decisions significantly affect your legal rights,
you have the right to request an explanation from us, and we will also provide
appropriate remedies.

If you wish to exercise any of the rights in this paragraph 6, please contact us using the
details set out in clause 8(b) of this PICS.
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